Disinformation (8 a cybexgecunity threat

So far cybengecunity hog mainly focusged on protecting
and defending computen gystems, netwonks, and oun
digital Lives from dignuption.
The main focug of Cybengecunrty hag been to defend
againgt cybenottacks executed wging molware, viruges,
trogang, botnets, and goclal engineering.
-There hag been veny Little ottention-to the
threat poged by diginformation atkacks,
-AlLgo, the indusgtay hag taeated. khese attacks
(cybenottacks and diginformation attack)
sndependently and
‘hag gepanate teams, working in silos to protect
and defend against these attacks,
-The Lack o{I coondinotion between teamg fleaves a
hug,e gap Lthat” (8 exploited by malicious actons,
Drainformat.Lon:
-D;Lg;Ln{‘onma;tLon attacks ane the intentional
disgemination of false information, with an end

goal of misleading, confusing, or manipulating
an oudience,
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-These attacks are commonly employed to seshape
attitudes and beliefs, dnive a panticular agenda, o
elicit centain ackions out of a tonget audience.
‘Nation—gtate actons, (deological believens, violent
extremists, and economically wmotivoted entesprises
monipulate the information ecogystem to create
social, discond, increage polanisation, influence the
outcome of an election, ekc.

-DLgLn{YonmatLon attacks can be ermployed ;thnoug,h
traditional media outlets such. ag TV channels on
Hf\)«,oug,h socLal medio,

‘Disinformation attacks wse manipuloted,
migcontextual Lged, migappropriated information, deep
fokes, and cheap {akes,

They pose thel posgibillity of societal breakdown,
buginess ntersruption, and violence in the stareels.

Cognitive [hackying:

‘A cognitive hack;'mg, attack. attempts to chcmg,e Lhe
tanget audience's thoughts and actions, galvanise
gocieties and dignupt harmony uging diginformation.
‘Drsinformation (&8 uged {or goclal engineering

thaeats on a mags scale.

A NN



Examples of disinformotion attacks and their [mpacts:

‘QAnon gpread false information about the US,
200 presidential election Thig Led to nioting
i the nation,

-CongpLracy theonists (in the United KLv\g,dom ) the
Nethesflandg, Ineland, Cyprus and Belgium) burned
down 5'6 Lowens becousge ;!;He} bel reved it cauged the
novel conronavirug pandemsc,

-COVID-13 diginformation campaignd have prevented
pecple from weaning magks, using potentially
dav\g,e,h,oug altesnative cureg, and not g,eﬂ:ﬂv\g,
vaccnated, makLng, L even's more clr\au,ev\g,Lng, Lo
contain the virus.

Factons a;LdLng, diginfonrmat Lon attacks;

‘The advestigsement—centaric buginess modes and
attenton. economy allow maliclous actons to {iLL
the infonmation channels with diginformation with
unprecedented gpeed ond scalle.

Deep {‘akeg add a whole new Level of dang,em, to
diginformation campaigng.

‘With the advent of gocial wmedia, diginformation

ottacks have become incaeagingly widegpread and
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pokent. Digital tools such ag bots, algonithms,
and AT ;!;echnoﬂ,og,} are flevenaged to gpnead and

amplify diginformation and micro—

target populations on online plotforms

Like Iv\gztag,nam , Twitten, Facebook. , and YouTube,

Way {orwanrd:

1. Recognizing disinformation ag a cybergecunily
thaeat:

By treating disinformation ag a cybengecunity
thaeat we con find effective countermeagures to
cognitive hacking.

2. Defenge—in—depth;
‘We need a del“enge—Ln—dePi;H staotegy {on
dLgLn{‘onmatLov\, The de{jenge-Ln—dePi;H model.
Ldeni;L{jLeg dLgLn{Tom,matLov\ actons and removes them.
Authenthth) gofutions con intervene before
disinformation gets pogted online.
-I{‘ the dLgLn{fonmai:Lon sl ge:tg by, detection
golutions wging humang and antificial
intelligence, inteanal and exteanal {oct—checking
can Label on aemove the content.

3. Information ahanfmgz
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Paichi,ng, the gops in Indla's cybeaxgecunity

Recently, the Union Power Ministry sold that Stote—
gpongored Chinese hackex gnoups targeted vanious
Indlan power centres,

‘United Stateg—baged cybengecunity {inm nacged the
posgibility that the powen outoge n Mumbal could
have been the result o{, on ottack by a Chinesge
gtate—gpongoned gnoup.

Tnstitutionall gecuwn by

‘In the Last two decades, gignificant efforts have
been made by Indla to cna{,t wnstitudtional
machinexy {ocusing on-cyber” resgilience gpanning
gevesral govesnment ‘entities.

-The Noational Secusefty Council, wgually chaiaed
by the National.-Secunity Adviger (NSA), plays a
key nolein ghaping India's cybes policy ecogygtem.
The NSA also chairs the National Information
Boond, which {8 meant to be the apex body {on
crogs—ministay coondination on cybengecunity
polLLcymak.ing.

“The National Caitical Information Infragtructure

Protection Centre estoblished undex the Notional



Technical Regeanch Onganigation in Janumary 2014
wag mandated to {‘ac;LLL}.ai:e the protecton oﬁ
enlticall nformation Lnfragtructuse.

In 2015, the Prime Ministen established the
office of the National Cyben Secunity Coondinaton
who adviges the Prime Minsster on 3b¢,a£eg,Lc
cybengecunily Lssues.

India’s Computer Emengency Regponge’ Team (CERT-
In), which L8 the nodafl ent Ly negPond;Lv\g, Lo
varlous cybengecunity threots 4o mon—caitical
onfragtructure comes undex the (MEITY).

The MoD has necently pgraded the Defence
Information Assunance’.ond Regeanch Agency to
establ (sh the De{ience Cybesn Ag,ev\cy , & Lal—genvice
command o{i the Tndion axmed {jox,ceg Lo coondinate
and control {yoint cyben openations, and craft
Tndla's exbes doctrine.

“The MHA ovengees multiple coondination centres
that focus on Law enforcement efforts to address
cybencaime, egpionage and tenronism.

The MEA coondinates India's cyben diplomacy Pugh )
both bilatesal Ly with other countaies , and at
intenational fora Like the United Nations.



Problems in Institutional Framewonk:
“The institutional framewonk, while seeking to

creote an 'all of govesnment’ approach to
countening and mitigating cybengecunity thueats
at the national Level, hag algo nesulted in
conceans around:

E{fective coondination

‘Ovenlopping negpongibilities

‘Lack. of clean [nstitutional .boundasies and

accountabll Ly,

Tndia hag been a f;a)t,g,ei; eonf Lex.

Tndia hag been atkacked by sugpected Chinese
state—gpongoned groups multiple times in the past.
‘In 003, o sugpected cyber egpionage netwosnk.
dubbed GhostNet-was found to be tangeking the
Tibetan” government in exile in India, and many
Tndian embagsies.

“The vagk cybes—egpionage openation extensively
tongeted Tndian entities, including militany
establighments, news publications, and even the
Notilonal Secunity Council Secretaniot [(rgelf.



There wene o numben of subsequent attacks that
tang,e;!;ed Tndra. Such ag
Stuxnet which had allgo taken down nuclean
neactons n Inon,
-Suck{&} ) which ;!;am,g,e.ted not Jlugi; g,ovex,nment
but algo private entities including a flinm
that provided tech support to the National
Stock. Exchange.
Dirock which first tangeted Indian bonks, and
Laotesr the Kudonkulaom nucleax power
plont CTamil Nodu) n 2013

Reponts not made public:
‘Neither the sepont from the Shadow Netwosnk.

invegtigotion, rosn'any othen, hag ever been tabled
wn Parliament, non even an edited vengion made
publLc.

China's lr\e_!,p m decongtnuc;tLv\g, the attocks;

While there 18 much evidence to ghow that
Chinege gtate—gpongoned groups wene regponsible
for many of these ottacks ) Chinese cybengecun ity
ag,ev\cLeg have af g0 heJLPed the gecu )y community



in digmantling the infragtructure behind gome of
these attacks.

Fal ge {‘]Lag, ottacksy;

‘Documents nefeaged by WikilLeokg show that groups
guch ag the Centnal Intelligence Agency’s UMBRAGE
project have advanced capabilities of misdirecting
attsribution to anothen nation—stote (“falge {lag
attackg"),
-The} feave behind lwaﬂ,ge {ij\g,ex,PnLntg {p)c,
invegtigatong to {ind,

Way Forwond;

_’l_,Malv\Lv\g, the neponts public:
Appraiging Lowmakens, of the scale and depth of the
damage wnought. £8 caitical to enobling
meanngqul public discugsions and crafting a robuskt
regponse,

&St}c,ev\gﬂ\enLng, the Ingtitutional Framewonk:

-Qrven thot the quesgtion of attaibution of a
ceatain C}benattack L8 questionable, a nobust
onstitutional posture and political acumen Ln
publicly dealing with these (8gues are necesgary.



‘Thexre 18 a need for clanity about the

institutional framewonk in India's National Cyben

Secuntty Strotegy, which hag been drajted by the

NSC and (8 yet to be neleaged

-E.nsun;Lv\g, coherence and coondinotion between these

different octons ghould be (ts primaxy goal.
3Doctrine on cyben confllicts:

Indla (& algo yet to cleanly anticulote a
doctaine that holistically coptures s approach to
cyben conflict. That 18, for. conducting offensive
cyben openations, on the extent and scope of
countermeagures againgk.cyber—attacks.

Wnlike India's appx,oach to othex g,ﬂ,obaﬂ, gecur sty
neg,Lmeg Like thewNo Fingt Use' nuclear postuse,
the aules of engagement {or tangeted cyben—
attacks are ‘wncleon,
While (& ng,ht geem Like gecnecy and ambLguty
would provide a tactical advantage when engaging
i cybex opexakions, in an increagingly unstable
g,eopoJLLthaJL 2cenan o, the abgence o{j a credible
cybexn detewnence strategy (3 undegabl e,

Tn such a scenonio, states and non—state actons

altke wemain incentiviged to wndentoke {ow—



scale cyben openationg for a vantely of
purpoges — esgpionage; cybex—caime, and even Lhe
dignuption of caxtical information
onfragtructure.

4. Define the ned Lines:

India hag been an active participant in processes
within the First Committee of the UNGA dealing
with (ssues of diganmament and intesmvational
gecun sty

While the Indian deﬂ,eg,atLov\ hag ‘made public gome
of their intervention, India's fong—tesm gtaategic
J;H;Lnk;ing, on cone [ssues.of debate at these fora
remoing relatively anknown,

Tndla mugt involve (lgelf in a precige
anticulotion of how inteanational Low applies to
cybengpace.

“Thig could mould the global governance debate to
{fumthe,n India’s strotegic interests and capabllities.
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ye Rangomware to dominate cybexcnime [andgcape

—Lategt nangomware operxatong of concean

Rangomware Evil, REviL ox Sodinokibi, a
nangomware—ag—o—genrvice (RaaS) openation

— Rangomwanre;

Rangomware (8 malware that émploys
encryption to hold a vicktim's, info ot xangom.
A uger on ongantzation’scaritical data L8
encrypted 30 that they-cannot access it.
A nangom L8 then' demanded to provide access.
Roangomwore uges” agymmebric encayption,
JIL uges 0l potn O’E keya to encaypt and
decrypta {ile.

— REviL Platfonm
‘Provides adaptable encayptons and decnyptons
nfro and genvices {or negotiation .
‘ALgo provideg a Leak gite for publishing
stolen data when vickimg don't pay.




REVIL and its offiliotes have pulled in a
poyment of $L25 million duning the finst
8ix monthg of 2021

_ Rangomwanre g tuotion g,ﬂ,obau){.

. Cyben expents warn that sangomwore (s
going to be the majon cybercapme

. HLg,h g,m,owth wn data created in 100 .
Thigs data L8 vulnerable ‘o sangomware
attacksg,

. Healthcare —> mogt ta)ug,ete.d and vulnerable
gecton n LOXO

. More gophigticoted and complex Cybenthreats
Attackens wuge neal—wonld events to decejve
victims.

— Fi,g-‘\ti,n% AONZOMWaRE;

1. Use of deep Lechnoﬂ,og.)t to counten cyben
threots Integrated plotform wging ML and AL

2 Quantum computing to hagten the computing speed




Taking a byte out of cybes thaeats

What are Cybenthreatg?

- T {8 a malicioug act that includeg threats Like
computen viruges, data breaches, and Denlal of
Sesvice (DoS) attacks.

. A cyben threat damages data, steals data, on
digrupts digital Life in genenal.

oba Q e Cyben ac

. The advent of the Stuxnet Woam in 2010
negulted in Large—gcale damage to Tnan's
centrifuge capabilities.

- In 201, data {‘x,om Sowdl Aramco OLL Company
computeng were wiped out by Inanian operatives by
employing malware,

. Rangomwoare attack. on Colonial Pipeline in 2021
wag the Langest cybesottack on an ofl infra.

Tndia amples of Cyben ac

. The data from on exam for the recruitment of
police officers in 0193 in India wog hacked which
negulted n a Leak of gensitive information of
all the panticipants.
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- ITn 01, a Hug,e Leak. of cugtomen data wag
expenienced by the famous pizza brand namely,
Dominog, India

- In 01, the neconds o{j over 10 crore ugers
were leoked {rom India—boged digital payment
company. MobtKwik.

Concen ' erq.y Cybes Tharealts:

. Wide Covenoge: Cyben threot (3 Likely to be
among conceang fon both companieg and govts acnogs
the glLobe,

. Tangeted Sectorng Among the most tangeted gectong
in the coming period are Likely to be: health
cane, education and regeanch, communications and
govis,

. Health—care nangomware: The songomware attacks
have fed to Longen stays in hogpitals, opart foom
defays in procedures and tests, resulling in an
nereage n pokient montal (ty.

- Rangomware a3 a Service (RaaS) Emergence of

Rangomware ag a Senvice’ (RaaS) — a buginess
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model {or rangomware developerg — (&8 no mere
rdle threat.

. Wosk From Home: The huge sgecunity impact of
working from home (8 Likely to funther
accelenrate the pace of cybenattacks.

. Cloud Storage: A tendency geen monre necently to
put eve)«,};!:h):ng, on the Cloud could badk%b«,e)
cauging many gecunity holes, challenges,
mesconfrgunations and outoges,

. Dank. Web, The dank. web 18 vulneroble to abuge
by malicious octons ag pant of cyben threats,

. Lack of Implementation. Many companies {atl to
realize that inadequate conporate protection and
defenge could have Hug,e externall cogts {on
notional secunfily.

Way Forwand:

. Eveny entenprige ghould inconporate Secune Access
Senvice E.dg,e (SASE) to seduce the ik o{]
cybesattacks,
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. Cloud Access Secunity Baoken (CASR) and Secure
Web Gateway (SWGQ) - aimed at Limiting the nighs
to ugens {rom web—baged threats.

. The Zeno Taugt Model and Micro Segmentation ag
a meang o Limit cybenottacks can again be gelf-
Limiting.

. Notiong & institutions should actively prepare for
cyberattackg by prLonLiLZing the defense of data.

. The Low enforcement agencies would need to play
a vital nole n providing an effective defense
againgt cyben attacks,

- Need to prlonitize negilience thhough
decentnalized and denge netwonk.s, hybaid cloud
stauctures, redundant opplications and backwp
processes,

. Need to prionitize building trust in gystems and
creoting backup plong including strotegic decigions
about what ghould be online oxn digital and what
needg to gtay analogue on physical.

Page32 1



The stotus 0{5 India's National Cyben Secunily
Staotegy
The Data Secunity Council of India (DPSCT) hag

prepared a neport {ocugsing on different oneag to
engure a gafe and vibrant cybesgpace for Indila,

Need of a cybengecurity ginateqy {on India:
- A3 pen Amenican cybengecunity finm Palo Alto
Networkg 2021 neport,
> India L& among the mone economically
profitable neglions for hackes groups.
- Mohasaghtra foces 427 of all rangomware
attacks,
> One in four Indian onganizations suffered a
rangomwore aktack. in 021
> Indlan ongonizations witnegged a 18y increage
N Aangomwasre,
. Incneage (n such attacks hag brought to Light the
wt,g,emt need {,on gtneng,thenLng, cybesgecun Ly,
otronaf. Cyben Secungity Sktaote
. Conceptualized by the DSCI,
- Tt {ocuges on L1 areas,



The main gectons of focus of the seport are—

Lonae scale diastisalion o bl ic genvices:

. Secunity in the eanly stages of degign in oll
digitigation nitiotives

. Developing ingtitutional copabllity {or asgessment,
evafuotion, centification L noting of core devices,.

S chay cun by

. Robugt monitoring and mapping of the supply chain

. Product testing and centification.

Costical inloxmation indrastaucture proteckion:

- Integrate supexvigony contaol and data acquflgition
(SCADA) secunity with entenprise gecuniby.
- Maintain a repogitony of vulnerabilities.

Lol payme

o Mapping and modeling of devices and plotforms.
. Threat negeanch and shaning of threat intel.

HState—fevel cyben gecunity:

 Develop Stote—level cybengecunity policlies ond
guidelines for sgecunity anchitecture § goveanance.



ecommendations b e PSCT ont:

sl Budgetary provisions:

*Minimum allocation of 0.25% of the annual budget for cyber security.
*Setting up a Fund of Funds for cybersecurity
*Provide Central funding to States to build capabilities in the same field.

Research, innovation, skill-building and technology development:

eInvesting in digitisation of ICTs and deep-tech cyber security innovation.
eSetting up a short and long term agenda for cyber security via outcome-based programs.

sl Policy Measures

eDevise a national framework in collaboration with institutions like the National Skill
Development Corporation (NSDC) and ISEA (Information Security Education and
Awareness) to provide global professional certifications in security.

eCreating a ‘cyber security service’ with cadre chosen from the Indian Engineering Services.

memel  Crisis management:

*Holding cybersecurity drills and simulation exercises for cross-border scenarios to
experience real-life scenarios.

e  Cyber insurance:

eDeveloping cyber insurance products for critical information infrastructure and to quantify
the risks involving them.

sl Cyber diplomacy:

eCyber diplomacy plays a huge role in shaping India’s global relations.
*Promote brand India as a responsible player in cyber security.
eCreate ‘cyber envoys’ for the key countries/regions.

s Cybercrime investigation:

eUnburdening the judicial system by creating laws to resolve spamming and fake news.
eCharting a five-year roadmap factoring possible technology transformation
eSetting up exclusive courts to deal with cybercrimes

*Remove backlog of cybercrimes by increasing centres providing opinion related to digital
evidence under section 79A of the IT act.

sl Technological Advancement

eAdvanced forensic training for agencies to keep up in the age of Al/ML, blockchain, IoT,
cloud, automation.

eLaw enforcement and other agencies should partner with their counterparts abroad to seek
information from service providers overseas.




India’s cybexr ndn ¢
NCRB hag neleaged (tg neport 'Canime In India LOL1
on cybeacaime,

Cybeacaime

« Cybexcaime: Any offences  commitied against
individuols on gaoups of individuals to harm thein
neputotion on cauge physical on mental irauma
)clnnoug,k el ectronic means,

e« In Indla, cybercanime (8 anx,eagiv\g, with the
nereaged uge of Information and communication
iechnoﬂ,og,} (ICT)

« Intesnationally, both g,ove,)mmen}.all, and non—sgtate
actong engoge in cybercrimes, including egpionage,
{Y;Lnanc;ﬁaﬂ, );he{,t , and other crogs—bonden caimes.

« Cybexwarfore: Cybencaimes crogsing international
bordeng and involving the actions of at Leagt one
notion—gtate one gLometimes )Lelqem,ned Lo ag.

ndy e at:

« Steady 3P;Lke o cages o{j cybencaime Ln the Lagt
05 yeons

I 31F cages in 016 50,035 cages in OO
- Over F0y of the cages wenre sneported from
Te!,ang,ana) UP, Kannataka) Mahosroghtra and Asgam.
« Avg. noke of cybewcaime incidents (8 39/Lakh
populLat Lon.
o Highest in Telangana at 2 F/Lakh followed by
Asgsam ot 1382/Lakh population




« Magor motives behind thege cnimes Fraud in 608
of cages, gexwal exploftation in 86y, of cages and
extortion in 949, of cages.

« Total of 15 cages of cyben teanronigm' wenre lodged
acnogs the country in 021

o Degpite the gteady gpike (n cybencaime coges, the
capacity of the enforcement agencies to invegtigate
cybercaime remaing Limited,

e There &8 no gepanate procedunal code {jom, the
mnvestigation of cyber—nelated offences.

« Tt i3 necesgany to have a digtinck code fon
el ecktaronic evidence ag H\e} are diﬁenent wm nature
compared to itaaditional caimes.

o G,uLdeJLLv\eg L3sued by the BIS fon the
tdentificotion, collecktion, acquigition and
pregesvolion o{j dLg,thaﬂ, evidence wmugt be
followed properly to engure proper handling of
dLg,Ltaﬂ, evidence.,

N Slr\oni;ag,e of technicall stoff {fon the fnvestigation
of cybexcaime.

o A neg,uﬂ,wz, pol.Lce oﬁ;ﬁcen con onlly act ag a
first  negpondex who could (dentify digital
evidence ond secure the scene o{i the caime on
pregerve digital evidence.

o Tt (8 only a technically qualified staff who
could acquire and analyse dLg,Lta]L evidence.

o Information Technology (IT) Act, 2000 insists
thot offences h,eg,Lgi;ehed undex the Act ghould



be investigated by a police officer, not below
the sank o{j on  ngpecton,

« Cyben {forensic LLabosotonies of Stoteg wmuskt be
upg,naded with new technoﬂ,og,Leg Lo aug,mem!; the
capacity %o golve cybencnimes.

o Centre ghall {‘ocug on upg,x,ad;'.v\g, the State
Laboratonies by providing modernigation {unds.

o States should get thein cybex Labg notified as
Examuonen 01“ Electronic Evidence’ by the union
govt. to enable Lthem Lo provide expeat opinions
on efleckronic neconds.

o Data Localigation provisions for oll kinds of data
shall be included in the propoged Pergonal Data
Protection Low Lo empower enforcement agencies
for. timely access to the data of suspected Indion
crtizens.

o Mogt cyben caimes ane tanangnotional in noture
with extaa—tessi ool J',uh;Lgch:!;;'.ov\.

o Colfleckion of evidence from J“O)LeLg,v\
texnitories L8 difficult and time—conguming.

e Indla musgt develop (tg own agency to xdentify and
semove online Chilld Sexual Abuge Motexral (CSAM).

o Indian police gtill get neports on online CSAM
from a non—profit agency n the LS

ecomme! o

o Crneate the neceggony cybeninfragtructure Lies
with Stateg ag ‘police’ and public ondex’ come unden
State L gk,



. Leg,Lgﬂ,a;!:Lon such ag the IT Ack puts {chthen
negpongibility on the central govt. to evolve
uniform statutony procedures for the enforcement

agencres.
NCRB

Jishie
o
(o

Agency overview

Formed 11 March 1986; 36 years ago
Jurisdiction Government of India
Headquarters Delhi- 110037

Motto Empowering Indian Police
with Information Technology

Agency Vivek Gogia , IPs!'], Director
executive

Parent Ministry of Home Affairs
department

OBalectLve.g

Mycsgion

To Empowen Indion Police with
InlqonmaLLon Te,chv\oﬁ,og,} and
eximinal Intelligence to enable
them to uphoﬂ,d fow and protect
peoplle. To provide leadenghip and
excelllence (n calime analysis
prticulonly for geartoug and
onganized crime,

e Caneate and maintoin gecure gharable National
Dotabageg on caimes and calminals {for Law
enforcement ogencies and promote thein uge
for public gexvice delivexy.

o Colllect and procesg crime statistics ot the
national Level and cﬂ,ewt,;'.ng, houge of information
on crime and cafminals both ot National and
Tntesnational Levels.



Lead and coondinate development of IT applicationg
and create an enabling TT environment fon

Pol Lce ox,g,am',za)c;ﬁon&.

National nepogitony of {ingerprints of all
crminal s,

To evaluate, modexnize ond promote automation
mn State Caime Recondg Bureau and State Fingen
Print Bureau.

Troining and capacity buclding in Police Forces
in Information Technology and Fingen Prink
ScLence.



