
















































 

on cybercrime. 
About Cybercrime 

 Cybercrime: Any offences committed against 
individuals or groups of individuals to harm their 
reputation or cause physical or mental trauma 
through electronic means. 

 In India, cybercrime is increasing with the 
increased use of information and communication 
technology (ICT).  

 Internationally, both governmental and non-state 
actors engage in cybercrimes, including espionage, 
financial theft, and other cross-border crimes.  

 Cyberwarfare: Cybercrimes crossing international 
borders and involving the actions of at least one 
nation-state are sometimes referred to as. 

Findings of the report: 
 Steady spike in cases of cybercrime in the last 
05 years 
12,317 cases in 2016 50,035 cases in 2020 

 Over 70% of the cases were reported from 
Telangana, UP, Karnataka, Maharashtra and Assam.  

 Avg. rate of cybercrime incidents is 3.9/lakh 
population.  

o Highest in Telangana at 27/lakh followed by 
Assam at 13.8/lakh population. 



 Major motives behind these crimes: Fraud in 60.8% 
of cases, sexual exploitation in 8.6% of cases and 
extortion in 5.4% of cases. 

 Total of 15 cases of  were lodged 
across the country in 2021. 

Addressing the shortfall in cyberinfrastructure: 
 Despite the steady spike in cybercrime cases, the 
capacity of the enforcement agencies to investigate 
cybercrime remains limited. 

 There is no separate procedural code for the 
investigation of cyber-related offences.  

 It is necessary to have a distinct code for 
electronic evidence as they are different in nature 
compared to traditional crimes. 

o Guidelines issued by the BIS for the 
identification, collection, acquisition and 
preservation of digital evidence must be 
followed properly to ensure proper handling of 
digital evidence. 

 Shortage of technical staff for the investigation 
of cybercrime. 

o A regular police officer can only act as a 
first responder who could identify digital 
evidence and secure the scene of the crime or 
preserve digital evidence.  

o It is only a technically qualified staff who 
could acquire and analyse digital evidence. 

o Information Technology (IT) Act, 2000 insists 
that offences registered under the Act should 



be investigated by a police officer, not below 
the rank of an inspector.  

 Cyber forensic laboratories of States must be 
upgraded with new technologies to augment the 
capacity to solve cybercrimes. 

o Centre shall focus on upgrading the State 
laboratories by providing modernisation funds. 

o States should get their cyber labs notified as 

govt. to enable them to provide expert opinions 
on electronic records.  

  provisions for all kinds of data 
shall be included in the proposed Personal Data 
Protection law to empower enforcement agencies 
for timely access to the data of suspected Indian 
citizens.  

o Most cyber crimes are transnational in nature 
with extra-territorial jurisdiction.  

o Collection of evidence from foreign 
territories is difficult and time-consuming. 

 India must develop its own agency to identify and 
remove online Child Sexual Abuse Material (CSAM).  

 Indian police still get reports on online CSAM 
from a non-profit agency in the U.S. 

Recommendations  
 Create the necessary cyberinfrastructure lies 

State List.  



 Legislation such as the IT Act puts further 
responsibility on the central govt. to evolve 
uniform statutory procedures for the enforcement 
agencies.  

NCRB 

Mission 

To Empower Indian Police with 
Information Technology and 
criminal Intelligence to enable 
them to uphold law and protect 
people. To provide leadership and 
excellence in crime analysis 
particularly for serious and 
organized crime. 

 

Objectives 

 Create and maintain secure sharable National 
Databases on crimes and criminals for law 
enforcement agencies and promote their use 
for public service delivery. 

 Collect and process crime statistics at the 
national level and clearing house of information 
on crime and criminals both at National and 
International levels. 



 Lead and coordinate development of IT applications 
and create an enabling IT environment for 
Police organizations. 

 National repository of fingerprints of all 
criminals. 

 To evaluate, modernize and promote automation 
in State Crime Records Bureau and State Finger 
Print Bureau. 

 Training and capacity building in Police Forces 
in Information Technology and Finger Print 
Science. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


